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全性。在互联网协议方面，IETF 为解决 IPv4 网络地址不足的问题推出了 IPv6




文设计实现了基于 Intel XScale IXP425 处理器的嵌入式 IPv6 防火墙。该防火
墙可以通过 WEB 远程加以管理，对 IPv6 网络包和 IPv4 网络包均可以进行良好的
过滤。防火墙能够判断出网络包的协议类型，分别加以处理，实行动态包过滤，
并可以解决 IPv6 分片攻击问题。防火墙硬件系统基于 IXP425 处理器，该处理器
具有良好的网络特性，拥有分布式处理架构，并行方式执行其指令流。处理器的
高速性保证了嵌入式 IPv6 防火墙处理网络数据包的高效性。防火墙软件系统基
于 Linux 的 Netfilter 框架，该框架对网络包的处理体系十分成熟，从而保证了
嵌入式 IPv6 防火墙运行时的稳定性和准确性。此外，防火墙支持 WEB 界面管理
使得定制过滤规则十分方便。本文 后通过实际设定过滤规则，对防火墙在 IPv6







































Firewall is a security protection system located between the internal and external 
net. It restricts the outside user from visiting the internal net, manages the rights of the 
internal users to visit the external net and protects the safety of the data of the internal 
machines in the net. The traditional border firewall cannot keep the safety of the 
internal nets, which can be solved by the distributed firewall system. The embedded 
firewall distributed in the LAN can ensure the safety of visit between the machines in 
the internal net. With respect to the internet protocol, IETF designed IPv6 protocol to 
solve the inadequacy of address caused by IPv4 net protocol. IPv6 has been designed 
with 128bit address length that tackles the address inadequacy properly. Moreover, the 
improvement in the structure of IPv6 protocol is helpful to better the internet security. 
The introduction of new protocol brings about the demand to update the devices 
currently applied in internet so as to support the IPv6. 
In order to solve the problem of the firewall’s compatibility to IPv6 protocol and 
the security among the internal nets, the paper designs and implements the embedded 
IPv6 firewall based on Intel XScale IXP425 network processor . This firewall can be 
managed by visting WEB page from remote machine and can filter both Ipv6 packet 
and IPv4 packet. It can identify the protocol of the net packet and process it in 
respective ways with the main method of Dynamic Packet Filtering.The firewall also 
solves the problem of IPv6 fragmentation. The hardware system of the firewall is 
based on IXP425 network processor with good network characteristic, whose 
distributed processing framework and parallel implementation of its order flows 
ensure the embedded IPv6 firewall processes the data packet with high speed. The 
software system of the firewall is based on the Netfilter framework of the Linux with 
a sophisticated system to process the network packet .The framework support  the 
embedded IPv6 firewall run with high  stability and veracity . The web interface 















making the filter rules, the paper reviews the performance of the firewall and testifies 
the accuracy and efficiency of the firewall. 
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